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Wi-Fi Security Tips

o Keep Windows and Internet Explorer patches up to date.
o Keep Anti-Virus Software up to date.

e Keep Firewall Software up to date.

o Keep Anti-SpyWare Software up to date.

e Do not access open or adhoc networks.

¢ When using public Wi-Fi, use your corporate VPN for any link back to your
company.

o Make sure all your traffic is individually encrypted. Do not use regular POP3,
IMAP, or SMTP for e-mail. Better solutions are SSL encrypted such as POP3
over SSL (POP3S), IMAP over SSL (IMAPS), and SMTP over SSL
(SMTPS/SMTP TLS).

e Cellular data networks provide a slightly higher technical barrier than Wi-Fi,
but be sure to take precautions.
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